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[bookmark: _Toc228782414]1. Background & Context

[bookmark: _Toc228782415]1.1 About the Lebanese Red Cross (LRC)
The Lebanese Red Cross (LRC) is the leading national humanitarian organization in Lebanon, recognized as an auxiliary to the Lebanese public authorities in the humanitarian field and operating under the Fundamental Principles of the International Red Cross and Red Crescent Movement: humanity, impartiality, neutrality, independence, voluntary service, unity, and universality.
LRC delivers a wide range of humanitarian services through its 5 operational sectors :
•	Emergency Medical Services (EMS) – the largest ambulance service in Lebanon.
•	Blood Transfusion Services (BTS) – ensuring safe blood supply across the country.
•	Disaster Management Sector (DMS) – disaster preparedness, response, recovery, and risk reduction.
•	Medico-Social Services Sector (MSS) – community-based health services and social support.
•	Youth & Volunteers Programs – community engagement and humanitarian values promotion.
With over 10,000 volunteers and 1,000 staff, LRC is present across all governorates, serving as a trusted humanitarian actor in crises and development.
[bookmark: _Toc228782416]1.2 The Disaster Management Sector (DMS)
The DMS leads LRC’s work in preparedness, response, and recovery for disasters and crises, ranging from natural disasters (floods, storms, earthquakes) to man-made crises (conflict, displacement), to public health emergencies. Its mandate includes:
· Risk assessments and contingency planning.
· Emergency response coordination (shelter, WaSH, food security, livelihoods).
· Recovery and resilience programming.
Within DMS, specialized programs (Shelter, Relief, WASH, Food Security, etc.) ensure technical expertise and quality programming.

[bookmark: _Toc228782417]1.3 The WaSH Program
The Water, Sanitation, and Hygiene (WASH) program aims to improve water and sanitation infrastructure while promoting good hygiene practices. Its main goal is to reduce community exposure to WASH-related diseases, increase resilience and preparedness, and support disaster mitigation and response through environmentally sustainable and dignified approaches that ensure long-term sustainability. 
The WaSH program works across all phases of the disaster management cycle from emergency relief to recovery, and development contexts, in coordination with government authorities, municipalities, and international partners. 
The program’s activities are structured around four key components: water, environmental sanitation, environmental sustainability, and hygiene. For each component, infrastructure works such as construction, rehabilitation, or installation (hard WASH) are complemented by targeted awareness and behavior change initiatives (soft WASH), along with the distribution of relevant non-food items. These four components are mutually reinforcing and interdependent, working together to achieve the program’s objectives in a holistic and environmentally sustainable manner.

[bookmark: _Toc228782418]1.4 Current Data Management Challenges
Despite its critical role, the WaSH program faces major challenges in data collection, management, and analysis:
· Fragmentation: Data is collected in different formats (Excel, word, paper forms, survey 123, WhatsApp reports), with no central repository.
· Duplication & Inconsistency: Data is often duplicated, manually consolidated, and inconsistently validated.
· Limited Analysis Capacity: Lack of automated dashboards and analytical tools reduces the ability to make real-time, evidence-based decisions.
· Delayed Reporting: Manual compilation slows down reporting to partners, and communities.
· Data Protection Risks: Current practices do not fully comply with GDPR or IFRC Data Protection Policy, exposing LRC to reputational and legal risks.
· Weak Integration: WASH data management is not fully aligned with LRC’s wider ICT systems (ERP, CRM, GIS, etc.), creating silos.

[bookmark: _Toc228782419]1.5 Strategic Importance of a Fit-for-Purpose Data System
Improved data management is strategically essential for LRC’s WASH Program and the wider DMS:
· Evidence-Based Decision-Making: Reliable, timely data will enable managers to make informed choices, prioritize interventions, and allocate resources efficiently.
· Accountability: Transparent data strengthens accountability to donors, partners, and — most importantly — affected communities.
· Operational Efficiency: Streamlined processes reduce duplication, save staff time, and improve coordination across HQ, branches, and field teams.
· Compliance with Standards: Ensures alignment with international frameworks such as Sphere Standards, IFRC Data Standards, ISO 9001 (quality management), and GDPR.
· Integration & Digital Transformation: Lays the foundation for interoperability with LRC’s wider digital ecosystem (Dynamics 365 ERP, Salesforce CRM for 1760 hotline, ArcGIS Enterprise for mapping, etc.).
· Sustainability: Builds organizational capacity for long-term, scalable, and adaptable data systems that can be extended to other DMS Programs.

[bookmark: _Toc228782420]2. Objectives of the Assignment
[bookmark: _Toc228782421]2.1 Overall Goal
The overarching goal of this consultancy is to strengthen the Lebanese Red Cross (LRC) WaSH program Team’s capacity to manage, analyze, and use data effectively. This will be achieved by reviewing and optimizing internal processes and by designing a fit-for-purpose database/software solution that is practical, scalable, and aligned with humanitarian standards.
The assignment is not simply about creating a digital tool; it is about ensuring that the WaSH Porgram can operate with greater efficiency, accountability, and evidence-based decision-making.
[bookmark: _Toc228782422]2.2 Specific Objectives
1. Process Mapping of Current WaSH Data Workflows
· Document on how data is currently collected, stored, transferred, validated, analyzed, and reported within the WASH program.
· Identify who does what (roles/responsibilities), the tools used (Excel, paper forms, digital surveys), and how data flows between the field, branches, HQ, and donors.
· Highlight bottlenecks (e.g., delays, manual duplication) and opportunities for streamlining.
2. Gap Analysis and Compliance Review
· Compare current practices against international standards (Sphere Standards, IFRC guidelines, ISO 9001 for process quality, GDPR for data protection).
· Identify where processes fall short in terms of accuracy, timeliness, data security, and interoperability.
· Evaluate alignment with LRC’s ICT infrastructure and digital transformation priorities (e.g., Dynamics 365, ArcGIS, Salesforce, ERP systems).
[bookmark: _Toc228782423]2.3. System Requirements Definition
· Translate identified needs into clear functional requirements:
· Data entry and validation rules.
· Dashboarding and visualization.
· Standardized reporting formats (internal use, donor reports, community feedback).
· Multi-user access levels and security layers.
· Define non-functional requirements:
· Scalability (ability to handle larger datasets).
· Interoperability (ability to connect with existing LRC ICT systems).
· Data protection (GDPR compliance, secure hosting).
· User-friendliness (accessible for non-technical staff).
[bookmark: _Toc228782424]2.4. Design of a Fit-for-Purpose Database/Software Solution
· Develop a system design and architecture (conceptual and technical).
· Provide design samples of the proposed solution (e.g., sample dashboards, data entry screens).
· Ensure the solution can be scaled up to national level and linked to other sectors if needed.
· Consider options such as cloud hosting, open-source platforms, or modular add-ons to existing LRC systems.
[bookmark: _Toc228782425]2.5. Recommendations for Sustainability and Future Scaling
· Provide an implementation roadmap (short, medium, long-term).
· Recommend training plans for WASH and ICT staff to ensure adoption and reduce dependency on external support.
· Suggest governance mechanisms (data ownership, access policies, SOPs).
· Outline budget estimates for full development, roll-out, and maintenance.
· Propose a scaling strategy, so the solution can expand to cover other DMS programs  or integrate into LRC’s wider digital ecosystem.
[bookmark: _Toc228782426]3. Scope of Work
The consultancy will focus on reviewing and optimizing the WASH Program’s internal processes and designing a fit-for-purpose database/software solution for managing WASH data. The scope of work includes specific tasks, the boundaries of the assignment, and the deliverables expected at each stage.
[bookmark: _Toc228782427]3.1 Key Tasks to Be Carried Out
1. Stakeholder Consultations
· Conduct structured interviews, workshops, and focus groups with:
· WASH field staff (data collectors, hygiene promoters, engineers).
· WASH HQ staff and program managers.
· ICT Unit (to ensure integration with LRC’s ICT strategy and infrastructure).
· DMS leadership for alignment with strategic priorities.
· External stakeholders if relevant (partners, donors requiring standardized reporting).
· Objective: understand the current workflow, pain points, and expectations.
· Method: participatory and inclusive, ensuring field-level voices are reflected in system design.
2. Review of Current Workflows
· Map how data is currently collected (paper, Kobo, Excel, SMS, WhatsApp, etc.).
· Track how information moves from field > DM branch > DM HQ > LRC HQ
· Assess validation procedures, reporting frequency, and feedback loops.
· Identify redundancies (duplicate forms, repeated approvals) and inefficiencies (manual consolidation).
3. Gap Analysis
· Compare existing workflows against best practices:
· Sphere WASH standards (monitoring indicators).
· IFRC data management standards.
· ISO 9001 quality management (process clarity, responsibilities).
· GDPR (data storage, sharing, consent, deletion policies).
· Identify weaknesses such as:
· Lack of centralized database.
· Poor interoperability with LRC ICT systems (ERP, GIS, CRM).
· Absence of standard reporting templates.
· Limited real-time monitoring capabilities.
4. System Architecture & Design
· Develop the conceptual and technical architecture of the new system.
· Define:
· Database structure (tables, fields, relationships).
· Access management (user roles, permissions, authentication).
· Hosting options (on-premises vs cloud).
· Integration possibilities with LRC ICT systems (Dynamics 365, Salesforce, ArcGIS).
· Ensure system meets scalability, usability, security, and data protection requirements.

· Data validation and error correction: 
· The system should include automated data validation and error detection mechanisms to flag inconsistencies, missing fields, or outliers during data entry and analysis.
· Design integration points for GIS data, including mapping of WASH interventions by location, community, and project outcome
· Predictive Analytics, with AI models for forecasting and resources allocation 
· Natural Language Processing (NLP): Analyze qualitative feedback from communities for trends and sentiment.
· Automated Reporting: AI-driven templates for internal and external reports.
· Integration: Compatibility with Microsoft Copilot, Power BI AI features, and other humanitarian AI tools.
5. Prototype / Mock-Up Creation
· Present a functional prototype or mock-up of:
· Data entry forms (mobile/desktop).
· Dashboards and visualization tools.
· Reporting templates (donor, management, community feedback).
· Test design assumptions with selected staff to confirm feasibility.
6. Documentation & Guidelines
· Produce technical documentation: database design, workflows, security protocols.
· Develop user manuals: step-by-step guides for staff at different levels.
· Prepare process SOPs (data collection, validation, reporting).
· Provide a handover package to LRC ICT and WASH teams.

[bookmark: _Toc228782428]3.2 Boundaries of the Assignment
· Focus: The consultancy is limited to the WASH Program’s data processes (programmatic, operational, beneficiary-related).
· Integration: The proposed design must align with LRC’s ICT infrastructure and allow future integration with:
· ERP (Dynamics 365 Finance & Operations).
· CRM (Salesforce 1760 call center).
· GIS (ArcGIS Enterprise).
· Exclusions:
· Development of a fully operational system/software is not required at this stage. The consultancy will provide the design, prototype, and roadmap for development.
· Donor-specific external platforms are outside the scope (though reporting compatibility must be considered).

[bookmark: _Toc228782429]3.3 Deliverables at Each Stage
· Stage 1 – Inception:
Inception Report with methodology, consultation plan, detailed workplan, and timeline.
· Stage 2 – Process Review:
Process mapping diagrams and Gap Analysis Report comparing current practices against standards.
· Stage 3 – Requirements & Design:
System Requirements Specification (SRS) and draft system architecture.
· Stage 4 – Prototype:
dashboard samples design, samples of data entry forms, and reporting templates to give the supplier an idea of the work required from design prespectives
· Stage 5 – Final Handover:
Final Consultancy Report, including optimization recommendations, sustainability plan, training needs, and integration roadmap.
[bookmark: _Toc228782430]4. Deliverables & Outputs
The consultancy firm will be required to produce the following outputs, each of which must be clear, comprehensive, and tailored to the WASH Program’s operational context. Deliverables should be provided in both editable (Word/Excel/Visio/PowerPoint) and final PDF formats, ensuring accessibility for future reference.
[bookmark: _Toc228782431]4.1 Inception Report
Purpose: To establish a shared understanding between LRC and the consultancy firm on methodology, timeline, and approach.
Contents:
· Overview of consultancy understanding of assignment.
· Proposed methodology, including tools for data collection and analysis (interviews, process mapping tools, workshops).
· Detailed work plan with timeline and milestones.
· Stakeholder consultation plan (who, when, how).
· Risks and mitigation strategies.
Expected Output: A comprehensive inception report (10–15 pages) presented to WASH and ICT leadership for validation before moving forward.

[bookmark: _Toc228782432]4.2 Process Mapping & Gap Analysis Report
Purpose: To document existing workflows and identify inefficiencies, redundancies, and areas requiring alignment with international standards.
Contents:
· Visual process maps showing how WASH data currently flows (field → branch → HQ → donor), and (HQ→ LOGs → warehouse → field) and any other combination.
· Identification of bottlenecks (delays, manual duplication, inconsistent formats).
· Assessment of roles/responsibilities in data management.
· Gap analysis against Sphere Standards, IFRC guidance, ISO 9001, and GDPR.
· Recommendations for streamlining processes.
Expected Output: A report (20–25 pages) including diagrams, narrative explanations, and a summary table of key findings and proposed improvements.

[bookmark: _Toc228782433]4.3 System Requirements Specification (SRS)
Purpose: To define what the new system must deliver in terms of functions, performance, and compliance.
Contents:
· Functional requirements (data entry, storage, validation, dashboards, reporting templates, user roles).
· Non-functional requirements (security, data protection, interoperability with existing LRC ICT systems, scalability, user-friendliness).
· Data dictionary (key fields, definitions, standard formats).
· Hosting options (cloud, on-premises, hybrid) with pros and cons.
· Technical integration requirements (ERP, CRM, GIS).
Expected Output: A formal SRS document (25–30 pages) to serve as a blueprint for system development and procurement.

[bookmark: _Toc228782434]4.4 Prototype / Database Design & Documentation
Purpose: To provide a tangible model of how the new system/database will function in practice.
Contents:
· Mock-ups of data entry forms (desktop/mobile).
· Sample dashboards and reporting formats (for managers, donors, community accountability).
· Database schema (tables, relationships, metadata).
· Access control and security design (user levels, authentication methods).
· Documentation of workflows aligned with the proposed system.
Expected Output:
· A working prototype (interactive or visual) to validate with staff.
· Technical documentation (schemas, process diagrams) that ICT staff can use for implementation.
· Dashboards and reporting tools must allow filtering and exporting data by partner, project, component, activity, location, community, and program outcome.
· The system should allow uploading and linking AutoCAD files to project records for infrastructure design validation. Integration with CAD viewers or plugins should enable visualization within dashboards without requiring external software
· Dashboards must include geospatial visualization capabilities using ArcGIS or equivalent platforms. The system should support importing shapefiles, geo-tagged data, and linking project locations to maps for real-time monitoring
· The system shou also track POs, delivery of goods, warehouse stock updates ….

[bookmark: _Toc228782435]4.5 Final Consultancy Report (with Recommendations & Sustainability Plan)
Purpose: To consolidate all findings, designs, and recommendations into one comprehensive document.
Contents:
· Executive summary of the entire consultancy process.
· Key findings from process mapping and gap analysis.
· Finalized SRS and prototype documentation.
· Recommendations for system development, training, and capacity building.
· Sustainability plan (governance, long-term maintenance, cost implications).
· Roadmap for scaling the system beyond WASH to other DMS or LRC sectors.
Expected Output: A polished, comprehensive report (40–50 pages) submitted in English (Arabic summary optional) and validated in a final workshop with WASH, ICT, and DMS leadership.

[bookmark: _Toc228782436]4.6 Presentation & Validation Workshop (Cross-cutting deliverable)
Purpose: To validate findings and designs with stakeholders before finalization.
Contents:
· PowerPoint presentation summarizing key outputs.
· Facilitated discussion with WASH staff, ICT, and DMS leadership.
· Collection of feedback to refine final deliverables.
Expected Output: Workshop report documenting feedback and consultant’s adjustments to final deliverables.

[bookmark: _Toc228782437]4.7 Deliverables Overview Table
The table below presents the indicative timeline for the consultancy deliverables. The Lebanese Red Cross (LRC) may accept reasonable adjustments to the proposed timeline, provided that the total duration of the assignment does not exceed twelve (12) weeks from the contract start date and the first kick-off meeting.
	Deliverable
	Description
	Expected Output
	Timeline

	Inception Report
	Workplan, methodology, consultation plan
	Report (10–15 pages)
	Week 1-2

	Process Mapping & Gap Analysis
	Workflows & gap assessment
	Report with maps/diagrams (20–25 pages)
	Weeks 3-5

	SRS Document
	System requirements (functional & non-functional)
	Detailed SRS (25–30 pages)
	Week 6-7

	Prototype/Design
	Database schema, mock-ups, dashboards
	Prototype + technical docs
	Week 8-10

	Validation Workshop
	Presentation and feedback
	Workshop report
	Week 11

	Final Report
	Consolidated outputs + sustainability plan
	Final Report (40–50 pages)
	Week 12



[bookmark: _Toc228782438]5. Methodology & Approach
The consultancy must apply a structured, participatory, and standards-driven approach that ensures the WASH Program’s processes are thoroughly reviewed and optimized, and that the proposed software/database design is practical, scalable, and aligned with international best practices. The methodology should emphasize inclusiveness, data protection, and sustainability.
[bookmark: _Toc228782439]5.1 Participatory and Inclusive Approach
· The consultancy Firm must ensure active participation of all relevant stakeholders across the WASH Program, DMS leadership, and ICT Unit.
· Field staff (e.g., engineers, hygiene promoters, data collectors) must be consulted to reflect real-life operational challenges.
· Input must also be sought from HQ program managers, monitoring & evaluation teams, and ICT staff to ensure alignment with institutional systems.
· This ensures the proposed solution is not top-down but instead owned by staff who will use it daily.
Expected Outcome: A system design that is practical, context-specific, and adopted by staff because they were involved in shaping it.

[bookmark: _Toc228782440]5.2 Standards and Best Practices Alignment
The consultancy must use internationally recognized frameworks to guide its methodology:
· Humanitarian Standards: Sphere Standards (WASH indicators), IFRC Data Standards.
· Quality Management: ISO 9001 principles for process clarity, roles, and accountability.
· Data Protection: GDPR requirements, IFRC Data Protection Policy, and LRC’s own Data Protection SOPs.
· Information Systems: Best practices in database architecture, interoperability, and user experience design.
Expected Outcome: Assurance that the WASH Program’s processes and system design meet donor, community, and global humanitarian accountability requirements.

[bookmark: _Toc228782441]5.3 Process-Oriented Review
The consultancy Firm must adopt a business process optimization lens:
· Map existing data workflows visually (process maps).
· Identify gaps, redundancies, inefficiencies, and compliance issues.
· Recommend streamlined processes that reduce manual work and errors.
· Ensure recommendations are documented in a way that can be operationalized (e.g., SOPs, checklists).
Expected Outcome: Streamlined, standardized processes that improve data quality, speed, and accountability.

[bookmark: _Toc228782442]5.4 Evidence-Based Analysis
· The consultancy should benchmark LRC WASH data management practices against other humanitarian organizations and National Societies.
· Case studies and lessons learned should inform recommendations (e.g., how IFRC or neighboring NSs manage WASH data).
· The analysis should balance technical sophistication with practical feasibility, given LRC’s operational realities.
Expected Outcome: Recommendations grounded in real-world evidence, not theory, ensuring credibility and donor confidence.

[bookmark: _Toc228782443]5.5 User-Centered System Design
· The database/software must prioritize ease of use for non-technical staff, minimizing the need for specialized training.
· User interfaces should be simple, intuitive, and accessible on both desktop and mobile devices.
· Role-based access should ensure staff see only the data they need, while managers have consolidated dashboards.
· Special consideration must be given to offline functionality for field teams operating in low-connectivity areas.
Expected Outcome: A system that field and HQ staff can adopt quickly, reducing resistance and training costs.

[bookmark: _Toc228782444]5.6 Capacity Building and Knowledge Transfer
· Consultancy firm must not only design but also empower staff to understand and manage the system.
· Documentation (manuals, SOPs, technical guides) must be written in clear, practical language.
· Recommendations must include training approaches for field and HQ staff.
· ICT staff must be equipped to maintain and troubleshoot the system without long-term reliance on external consultants.
Expected Outcome: Sustainability through local ownership, reduced dependency on external vendors.
[bookmark: _Toc228782445]5.7 Data Protection and Ethical Considerations
· The methodology must integrate data protection principles from the start (privacy by design).
· Consent, data minimization, secure storage, and controlled sharing must be embedded in process reviews and system design.
· Consultancy firm must sign confidentiality agreements and handle data responsibly.
Expected Outcome: A system that strengthens trust with communities, complies with GDPR, and avoids reputational/legal risks.
[bookmark: _Toc228782446]5.8 Practicality, Scalability, and Sustainability
· Recommendations must be feasible within LRC’s financial, technical, and human resource capacity.
· The system design must allow future scaling (e.g., expanding to cover other DMS programs or national-level integration).
· Long-term sustainability must be addressed: estimated costs for hosting, licenses, maintenance, and upgrades.
Expected Outcome: A roadmap that balances immediate needs with future growth, ensuring the solution does not become obsolete.
[bookmark: _Toc228782447]5.9 Validation and Feedback Loops
· Deliverables must be validated through workshops with WASH, ICT, and DMS leadership.
· Iterative feedback must be integrated before finalization of reports, SRS, and prototypes.
· A final validation workshop should consolidate buy-in from all stakeholders.
Expected Outcome: Deliverables that are not just consultant products, but jointly owned outputs endorsed by LRC leadership.
[bookmark: _Toc228782448]5.10 Expected Consultancy Approach Flow
1. Kick-off & Inception Phase – Consultation plan, methodology confirmation.
2. Process Review Phase – Mapping, gap analysis, compliance checks.
3. Design Phase – Requirements gathering, system design, prototype.
4. Validation Phase – Workshops to test assumptions and collect feedback.
5. Finalization Phase – Consolidation of all findings, recommendations, sustainability roadmap.

[bookmark: _Toc228782449]6. Duration & Timeline

The consultancy shall be completed within a maximum period of twelve (12) weeks from the date of contract signature and kick-off meeting, subject to the proposed methodology and the availability of key stakeholders for consultations.
In all cases, the Supplier shall ensure full completion of the assignment no later than the end of September 2026, or earlier depending on the contract start date and the agreed implementation schedule.
Delivering the assignment in less than the maximum duration of twelve (12) weeks will be considered an added advantage.
The implementation plan shall include clearly defined milestones, deliverables, and validation checkpoints to ensure effective monitoring of progress and timely completion of all outputs.

[bookmark: _Toc228782450]6.1 Indicative Timeline by Phase
	Phase
	LRC
	Key Activities
	Deliverables

	Phase 1 – Inception
	Week 1-2
	Kick-off meeting with WASH, DMS, ICT; review of background docs; consultation plan design
	Inception Report (methodology, timeline, workplan, risk assessment)

	Phase 2 – Process Review & Gap Analysis
	Weeks 3-5
	Stakeholder consultations (field + HQ); process mapping; identification of inefficiencies; benchmarking vs. Sphere, IFRC, ISO 9001, GDPR
	Process Mapping & Gap Analysis Report (with diagrams, compliance review, recommendations)

	Phase 3 – Requirements & System Design
	Week 6-7
	Define functional and non-functional requirements; draft database/software architecture; develop SRS
	System Requirements Specification (SRS)

	Phase 4 – Prototype / Mock-Ups
	Week 8-10
	Develop and present mock-ups of forms, dashboards, reports; design database schema; refine based on feedback
	Prototype / Database Design & Documentation

	Phase 5 – Validation & Feedback
	Week 11
	Conduct validation workshop with WASH, ICT, DMS leadership; collect feedback; adjust deliverables accordingly
	Workshop Report + Revised Prototype/SRS

	Phase 6 – Finalization & Handover
	Week 12
	Finalize consultancy report, sustainability plan, training recommendations; formal presentation to leadership
	Final Consultancy Report (with roadmap for scaling & sustainability plan)


[bookmark: _Toc228782451]6.2 Progress Monitoring
Weekly check-ins (virtual or in-person) with WASH Program Manager and ICT Director.
Bi-weekly Steering Committee reviews (WASH, ICT, DMS leadership).
Submission of brief progress notes with each milestone (1–2 pages summarizing status, risks, and next steps).
[bookmark: _Toc228782452]6.3 Flexibility and Risks
The timeline may require adjustments if:
Stakeholder availability for consultations is limited.
Unexpected emergencies (e.g., disaster response) temporarily redirect WASH staff.
External dependencies (e.g., ICT system access, donor reporting cycles) delay certain phases.
Mitigation: The consultancy firm must highlight risks early in the Inception Report and propose contingency measures (e.g., remote consultations, staggered reporting).

[bookmark: _Toc228782453]7. Qualifications, Experience (With Submission Requirements)

The consultancy requires a combination of technical expertise, humanitarian experience, and knowledge of international standards to ensure that outputs are credible, practical, and aligned with LRC’s operational context.
The requirements outlined below constitute the minimum eligibility criteria (pass/fail) and are further detailed in Annex A – Mandatory Requirements Compliance Table, which must be completed by bidders.

[bookmark: _Toc228782454]7.1 Academic Qualifications & Key Experts
The consulting firm shall propose a team composed of the following Key Experts:
1. A Team Leader with Master’s degree (or equivalent) in Information Systems, Computer Science, Software Engineering, Data Management, Business Process Management, or a related field ,additional certification in ICT systems design, database development, or process improvement is considered an asset 
2. One ICT / Database Systems Expert 
3. One Business Process Analyst, with experience in quality management frameworks (e.g., ISO 9001, Lean Six Sigma, BPMN) 
4. One WASH / Humanitarian Specialist, with familiarity in Sphere Standards will be considered as and asset.
[bookmark: _Toc228782455]7.2 Firm Professional Experience
The consulting firm must demonstrate:
· Minimum 7 years of institutional experience in ICT systems design and database development, including requirements analysis, system architecture, and implementation support 
· Valid ISO 9001 certification or equivalent quality management system 
· At least 2 completed projects in designing or implementing data management systems for NGOs, UN agencies, or humanitarian organizations 
· At least 2 completed projects in business process mapping, reengineering, or workflow optimization 
· Demonstrated experience in WASH-related or humanitarian information systems (water, sanitation, hygiene promotion, emergency response, or community-based interventions) 
· Experience integrating monitoring systems aligned with Sphere Standards and donor reporting requirements (asset) 
[bookmark: _Toc228782456]7.3 Technical Knowledge & Capacity
The firm (through its proposed team) must demonstrate technical capability in:
· Database technologies (SQL, PostgreSQL, MySQL, MongoDB or equivalent) 
· Data visualization and dashboard development (Power BI, Tableau, or open-source alternatives) 
· System integration and interoperability with enterprise platforms (e.g., CRM, GIS, ERP systems) 
· Cloud-based infrastructure (AWS, Azure, Google Cloud or equivalent) 
· Data protection and security principles, including GDPR compliance and privacy-by-design 
· Experience in designing scalable and sustainable ICT solutions in complex organizations 
[bookmark: _Toc228782457]7.4 Availability & Commitment (Mandatory)
The consulting firm must confirm its availability and commitment to:
· Complete the assignment within a maximum duration of twelve (12) weeks from the contract start date 
· Ensure full completion no later than end of September 2026, in line with the agreed implementation schedule 
[bookmark: _Toc228782458]7.5 Added Value (Desirable – Not Mandatory)
The following will be considered an added advantage:
· Prior experience working with the Red cross Movement 
· Certifications in Project Management (PMP, PRINCE2), Information Security (ISO 27001, CISM), or Agile methodologies 
· Experience with open-source humanitarian tools (e.g., Kobo Toolbox, DHIS2, ODK) 
[bookmark: _Toc228782459]8. Management & Reporting
The consultancy will be embedded within the WASH Program under the Disaster Management Sector (DMS) and will be coordinated closely with the ICT Department to ensure technical alignment. Oversight will be provided through a structured reporting and governance mechanism.
[bookmark: _Toc228782460]8.1 Reporting Lines
· Primary Reporting: The consultancy Firm will report directly to the WASH Program manager.
· Secondary Oversight: Coordination with the Director of DMS (strategic alignment) and the ICT Director (technical integration and compliance).
· Steering Committee: A dedicated Consultancy Oversight Committee will be established, comprising representatives from WASH, ICT, and DMS leadership. This committee will:
· Validate key deliverables (Inception, Gap Analysis, SRS, Prototype, Final Report).
· Provide strategic and technical guidance.
· Resolve bottlenecks in coordination across units.
Expected Result: The consultancy remains accountable to programmatic, strategic, and technical leadership simultaneously.
[bookmark: _Toc228782461]8.2 Frequency of Engagement
· Weekly Check-ins: The consultancy firm must provide short progress updates (via email or short call) to the WASH Program Manager and ICT focal points. These updates should summarize:
· Activities completed.
· Challenges encountered.
· Planned next steps.
· Bi-weekly Reviews: The Steering Committee will convene every two weeks to:
· Review interim findings.
· Validate progress against the timeline.
· Provide timely feedback on draft deliverables.
· Ad-hoc Engagements: The consultancy firm must remain available for urgent consultations or clarifications during critical stages (e.g., validation of workflows, prototype demonstration).
Expected Result: A transparent and continuous feedback loop between the consultancy firm and LRC.

[bookmark: _Toc228782462]8.3 Deliverable Submission & Approval
· All deliverables must be submitted in draft form for review by the WASH Program, ICT Department, and DMS leadership.
· Drafts must be circulated at least one week prior to validation workshops or Steering Committee reviews.
· Final versions of deliverables must incorporate feedback received.
· Deliverables will be considered accepted only when formally approved in writing by the WASH Program Manager and endorsed by the ICT Director.
Expected Result: Deliverables are not consultant-driven alone but jointly owned by LRC.

8.4 [bookmark: _Toc228782463]Communication & Documentation Standards
· All documentation (reports, diagrams, manuals) must follow LRC’s reporting standards and be submitted in Editable formats (Word, Excel, Visio, PowerPoint) and Final PDF versions for official archiving.
· All presentations must use the LRC branding template (to be provided by LRC).
· All meetings, workshops, and reviews must have minutes of meeting (MoM), with action points and responsibilities clearly documented.
· Email correspondence must be copied to the WASH Program Manager, ICT Director, and DMS Director to ensure visibility and accountability.
Expected Result: A documented, traceable, and professional consultancy process.
[bookmark: _Toc228782464]8.5 Handover & Knowledge Transfer
· Before final closure, the consultancy firm must:
· Conduct at least one formal handover session with the WASH and ICT teams.
· Provide a knowledge transfer package, including all deliverables, process maps, prototypes, SOPs, and training materials.
· Ensure data, documents, and tools developed during the consultancy are fully transferred to LRC systems.
· The consultancy firm must also ensure that LRC staff understand how to update and maintain the proposed system after the consultancy ends.
· The consultancy firm will propose a standardized OneDrive folder structure for storing WASH program documentation, assessments, reports, and datasets, ensuring consistency, accessibility, and alignment with LRC’s digital archiving practices
Expected Result: LRC retains full ownership of all knowledge products, minimizing future dependency on the consultancy firm.

[bookmark: _Toc228782465]8.6 Accountability & Escalation
· Any delays or risks to deliverables must be reported immediately to the WASH Program Manager and ICT Director.
· If deliverables are not on track or of insufficient quality, the Steering Committee has the right to:
· Request revisions.
· Withhold approval (and linked payments).
· Recommend escalation to the Secretary General if necessary.
Expected Result: Strong accountability mechanisms to ensure quality, timeliness, and value for money.
[bookmark: _Toc228782466]9. Ethical Considerations & Data Protection
The consultancy must adhere to the highest ethical standards and comply with all relevant data protection frameworks, including GDPR, IFRC Data Protection Guidelines, and LRC’s internal Data Protection Standard Operating Procedures (SOPs). The consultancy firm will also be bound by the humanitarian principles of neutrality, impartiality, independence, and humanity.
[bookmark: _Toc228782467]9.1 Compliance with International Standards
· GDPR (General Data Protection Regulation): All processes, tools, and outputs must comply with GDPR principles, including:
· Lawfulness, fairness, and transparency in how personal data is collected and processed.
· Purpose limitation: Data may only be collected and used for the purposes defined in this consultancy.
· Data minimization: Only the minimum necessary personal data should be collected.
· Accuracy: Data must be kept accurate and up-to-date.
· Storage limitation: Personal data must not be stored longer than necessary.
· Integrity and confidentiality: Data must be secured against unauthorized access, loss, or damage.
· IFRC Data Protection Policy: The consultancy must follow IFRC’s guidance on responsible data management in humanitarian settings, including community accountability and informed consent.
· Sphere Standards: Protection principles (especially Principle 1: Avoid exposing people to further harm) apply to how beneficiary data is managed and used.
[bookmark: _Toc228782468]9.2 Confidentiality & Data Ownership
· All data collected, accessed, or generated during this consultancy will remain the exclusive property of LRC.
· Consultancy firm must sign a Confidentiality and Non-Disclosure Agreement (NDA) before starting work.
· Consultancy firm must not share, publish, or use data for any purpose outside this consultancy.
· Any misuse or unauthorized disclosure of data will result in immediate termination of the contract and possible legal action.
[bookmark: _Toc228782469]9.3 Informed Consent & Responsible Data Collection
· If field consultations involve collection of personal data from staff, volunteers, or beneficiaries, the consultancy firm must:
· Clearly explain the purpose of data collection.
· Obtain informed consent from participants.
· Ensure that participation is voluntary, and individuals can withdraw at any time.
· Avoid collecting sensitive data (e.g., health data, political opinions, religion) unless strictly necessary and authorized by LRC.
[bookmark: _Toc228782470]9.4 Data Security & Storage
· Consultancy firm must ensure secure data handling, including:
· Use of encrypted storage and password-protected files.
· Restricted access to data (role-based permissions).
· Use of secure cloud services compliant with GDPR (e.g., Azure, AWS, Google Cloud within EU regions if applicable).
· No use of personal laptops or devices for storing sensitive LRC data unless encrypted and authorized.
· All draft and final deliverables must be transferred to LRC through secure channels (e.g., encrypted email, LRC cloud storage).
[bookmark: _Toc228782471]9.5 Data Retention & Disposal
· Data must only be retained for the duration of the consultancy.
· Upon final handover, the consultancy firm must:
· Transfer all datasets and documents to LRC ICT.
· Provide a signed declaration of data deletion from their systems.
· No data may be archived by the consultancy firm for personal or organizational use after completion.
[bookmark: _Toc228782472]9.6 Ethical Engagement with Stakeholders
· The consultancy must respect the dignity, rights, and privacy of all individuals consulted.
· Special care must be taken with vulnerable groups (children, elderly, displaced populations).
· Consultancy firm must avoid causing harm through questions, data collection practices, or system design (e.g., by unintentionally exposing personal data).
· Gender-sensitive and inclusive approaches must be applied in stakeholder consultations and data design.
[bookmark: _Toc228782473]9.7 Conflict of Interest
· The consultancy firm must declare any potential conflicts of interest prior to signing the contract.
· The consultancy firm must remain independent and neutral, avoiding undue influence from external vendors or stakeholders.
[bookmark: _Toc228782474]9.8 Ethical Use of Technology
· Any technology proposed (software, database, cloud solutions) must be evaluated for compliance with responsible data standards.
· Proprietary vendor lock-in solutions should be avoided unless justified.
· Open-source or widely used humanitarian tools should be considered first, ensuring transparency and accessibility.
[bookmark: _Toc228782475]9.9 Accountability Mechanisms
· The consultancy will be accountable to the WASH Program, ICT Department, and DMS leadership for compliance with data protection and ethical standards.
· Any breach or suspected breach of data protection or ethical rules must be reported immediately to LRC.
· LRC reserves the right to conduct spot-checks or audits of data handling practices during the consultancy.
[bookmark: _Toc220244310][bookmark: _Toc228782476]10. Budget & Payment Terms
[bookmark: _Toc220244312]The budget and payment arrangements shall be governed by the principles of value for money, transparency, accountability, and efficient use of Lebanese Red Cross (LRC) resources. Payments shall be strictly linked to the satisfactory completion and formal acceptance of deliverables.
[bookmark: _Toc228782477]10.1 Budget Structure
The Consultancy Firm shall submit a fixed lump-sum financial proposal covering the full scope of the assignment as defined in this Terms of Reference. The total amount shall be firm and not subject to any revision after contract award.

The Consultancy firm shall clearly confirm that the total lump-sum price includes all costs required for the full execution of the assignment, including all activities, deliverables, and obligations described in the TOR.

Without limitation, the lump-sum price shall be deemed to include all costs related to:

· All consultancy inputs, including experts’ time, preparation, analysis, and reporting;
· Stakeholder consultations, field visits, coordination meetings, and engagement with WASH, ICT, DMS, and external stakeholders;
· Facilitation of workshops, validation sessions, and presentations (including materials and supplier own logistics); (organization of workshops (venue and refreshments) will be provided by LRC in Beirut and are excluded from the supplier budget)
· Process mapping, gap analysis, system design, and development of all required deliverables (SRS, prototype, documentation, final report);
· Development of prototypes, mock-ups, dashboards, database schema, and any required technical or visual outputs;
· Preparation of all documentation, including reports, manuals, SOPs, and knowledge transfer materials;
· Communication, software tools, licenses (if required for the assignment), data processing, and secure data handling;
· Travel, accommodation, per diem, and all field-related expenses (if applicable);
· Administrative, coordination, translation, and any support services necessary for completion of the assignment.

The Consultancy firm shall explicitly confirm in its financial offer that all costs necessary to deliver the TOR have been included in the total price, No additional costs, claims, or reimbursements shall be accepted unless explicitly approved in writing by LRC.

[bookmark: _Toc228782478]10.2 Payment Principles
· Payments will be:
· Linked to deliverables: No payment will be made for incomplete or unapproved work.
· Staggered: Disbursed in percentages based on milestones.
· Conditional: Dependent on approval by the WASH Program Manager and endorsement by the ICT Director.
· Transparent: Each payment must be supported by an invoice and deliverable acceptance certificate issued by LRC.

[bookmark: _Toc220244313][bookmark: _Toc228782479]10.3 Indicative Payment Schedule

	Deliverable / Milestone
	Payment %
	Validation Criteria

	Inception Report
	10%
	Accepted Inception Report with methodology, work plan, and consultation plan approved by WASH/ICT.

	Process Mapping & Gap Analysis Report
	10%
	Report delivered, validated by Steering Committee, aligned with Sphere/IFRC/ISO standards.

	System Requirements Specification (SRS)
	20%
	Detailed SRS submitted and endorsed by WASH & ICT for feasibility and completeness.

	Prototype / Database Design & Documentation
	30%
	Prototype/mock-ups and database schema presented, feedback integrated, documentation provided.

	Final Consultancy Report (including sustainability plan)
	30%
	Comprehensive report approved after validation workshop, includes roadmap for scaling and sustainability plan.



[bookmark: _Toc220244314][bookmark: _Toc228782480]10.4 Financial Reporting
· The consultancy firm  must provide invoices aligned with the agreed payment schedule.
· Each invoice must be accompanied by:
· The related deliverable (report, design, prototype, etc.).
· An acceptance note signed by the WASH Program Manager and endorsed by ICT Director.
· LRC Finance Department will process payments within 45 days of receipt of approved invoice and acceptance note.

[bookmark: _Toc228782481]11. Evaluation & Selection Criteria
Prior to technical evaluation, proposals will be screened for compliance with all mandatory administrative and technical requirements as outlined in Annex A – Mandatory Requirements & Compliance Table.
Proposals that do not meet all mandatory requirements will be considered technically non-responsive and will be disqualified from further evaluation.
[bookmark: _Toc228782482]11.1 Technical Evaluation (70%)
Only firms that meet all mandatory requirements (Annex A – Pass/Fail) will proceed to the technical evaluation stage.
The technical evaluation will be conducted based on a total score of 100 points, as defined in the Technical Evaluation Grid.
Only bidders achieving a minimum technical score of 70/100 points will be considered technically qualified and eligible for financial evaluation.
The technical score will be weighted as follows: Weighted Technical Score = (Technical Score / 100) × 70
	Technical Evaluation Grid (100 Points Total)

	#
	Criteria
	Sub-Criteria
	Scoring Description (Evidence-Based Anchors)
	Points
	Evidence Required

	1.1
	Technical Approach & Methodology (45 Points)
	Understanding of TOR & WASH Context
	Excellent (10): Clear and deep understanding of LRC context, WASH operations, data challenges, and objectives translated into a tailored approach.
Good (7): Good understanding with minor gaps.
Fair (4): Basic understanding with limited contextualization.
Weak (1): Generic response; unclear understanding.
	10
	Technical proposal, methodology section

	1.2
	
	Process Mapping & Optimization Approach
	Excellent (12): Strong structured methodology (BPMN/ISO/Lean) with clear identification of inefficiencies and actionable optimization strategy.
Good (9): Defined approach with some optimization logic.
Fair (5): Limited process mapping; weak optimization.
Weak (2): No clear methodology.
	12
	

	1.3
	
	System Design & SRS Methodology
	Excellent (12): Comprehensive approach covering architecture, database design, validation rules, scalability, and interoperability aligned with ToR.
Good (9): Solid methodology with minor gaps.
Fair (5): Basic system design approach.
Weak (2): Unclear or incomplete.
	12
	

	1.4
	
	Integration Strategy (ERP/CRM/GIS)
	Excellent (6): Clear and practical integration strategy with LRC systems (Dynamics 365, Salesforce, ArcGIS), including data flows/APIs.
Good (4): Integration addressed but lacks depth.
Fair (2): Limited mention.
Weak (1): No strategy.
	6
	

	1.5
	
	Data Protection & Standards Compliance Approach
	Excellent (5): Strong GDPR, IFRC, and privacy-by-design integration within methodology.
Good (3): Good awareness with some structure.
Fair (2): Basic mention.
Weak (1): No clear approach.
	5
	

	2.1
	Technical Capacity & Tools
 (25 Points) 

	Database Technologies
	Excellent (5): Advanced database design (SQL/PostgreSQL/MongoDB) with scalability considerations.
Good (4): Solid experience.
Fair (2): Basic usage.
Weak (1): Limited experience.
	5
	Portfolio, technical documentation, project references

	2.2
	
	Dashboards & Visualization
	Excellent (5): Advanced dashboards with KPIs, filters, and automation.
Good (4): Functional dashboards.
Fair (2): Basic dashboards.
Weak (1): Limited capability.
	5
	

	2.3
	
	Cloud Infrastructure
	Excellent (5): Strong experience with AWS/Azure/GCP including architecture design.
Good (4): Experience with one platform.
Fair (2): Limited exposure.
Weak (1): No clear experience.
	5
	

	2.4
	
	System Integration Experience
	Excellent (5): Proven integration across ERP/CRM/GIS systems.
Good (4): Some integration experience.
Fair (2): Limited experience.
Weak (1): None.
	5
	

	2.5
	
	Data Security Implementation
	Excellent (5): Strong implementation of GDPR, encryption, and access control.
Good (4): Good understanding.
Fair (2): Basic awareness.
Weak (1): Weak approach.
	5
	

	3.1
	Past Performance (15 Points)

	Quality of Previous Work Samples
	Excellent (7): High-quality deliverables (SRS, DB schema, process maps) aligned with similar scope.
Good (5): Acceptable quality.
Fair (3): Basic quality.
Weak (1): Poor or incomplete.
	7
	samples, reports, references

	3.2
	
	Similar Assignments
	Excellent (8): More than 5 highly relevant projects.
Good (6): 3–5 projects.
Fair (4): 2 projects (minimum).
Weak (1): Limited relevance.
	8
	

	4.1
	Soft Skills & Project Management (10 Points)
	Communication & Facilitation
	Excellent (4): Strong experience in workshops, stakeholder engagement, and participatory approaches.
Good (3): Adequate experience.
Fair (2): Limited experience.
Weak (1): Minimal evidence.
	4
	CVs, sample deliverables

	4.2
	
	Documentation Quality
	Excellent (3): Clear, structured SOPs, manuals, and reports.
Good (2): Acceptable documentation.
Fair (1): Basic quality.
Weak (0.5): Weak documentation.
	3
	

	4.3
	
	Project Management Capability
	Excellent (3): Proven delivery discipline with structured planning and timelines.
Good (2): Adequate planning.
Fair (1): Limited evidence.
Weak (0.5): Weak planning.
	3
	

	5.1
	Added Value (5 Points)
	Experience with Red Cross Movement
	Full (2): Direct IFRC/ICRC/NS experience.
Partial (1): Indirect exposure.
None (0): No experience.
	2
	certificates, CV, project references

	5.2
	
	Professional Certifications
	Full (1.5): PMP / ISO 27001 / Agile certifications.
Partial (1): One certification.
None (0): No certification.
	1.5
	

	5.3
	
	Open-Source Humanitarian Tools
	Full (1.5): Proven use (Kobo, DHIS2, ODK).
Partial (1): Limited use.
None (0): No experience.
	1.5
	

	Total Technical Score:
	100 Points


Minimum Technical Threshold:  Only bidders achieving a minimum score of: 70/100 points, will be considered technically qualified and eligible for financial evaluation.
[bookmark: _Toc228782483]11.2 Financial Evaluation (30%)
Financial proposals will only be opened and evaluated for bidders who have passed the technical threshold (≥70/100 points).
The financial score will be calculated as follows: Financial Score = (Lowest Financial Offer ÷ Bidder Financial Offer) × 30
Where:
· Lowest Financial Offer = lowest priced compliant bid 
· Bidder Financial Offer = price submitted by each qualified bidder

[bookmark: _Toc228782484]11.3 Awarding of Contract
The contract will be awarded to the bidder obtaining the highest combined score, calculated as follows:
Total Score = Weighted Technical Score (70%) + Financial Score (30%).


	[bookmark: _Toc228782485]Annex A – Mandatory Requirements & Compliance Table (To be completed by the Bidder)

	Instructions to Bidders
· Fill in all fields clearly and Attach all supporting documents referenced below. 
· Mark “Yes” only if the requirement is fully met.  And Mark “No” if not met and provide explanation. 
· Failure to complete this table or provide supporting evidence may result in disqualification. 

	FIRM ELIGIBILITY (PASS/FAIL)

	#
	Requirement
	Submission Requirement
	Compliant (Yes/No)
	Reference / Evidence Provided
	Comments (if NO, explain gap & mitigation)

	1
	Minimum 7 years in ICT systems design & database development
	Company profile + Project reference
	
	
	

	2
	At least 2 projects with NGOs / UN / humanitarian organizations
	Company profile + Project reference
	
	
	

	3
	At least 2 projects in business process mapping / workflow optimization
	Company profile + Project reference
	
	
	

	4
	ISO 9001 or relevant 
	Copy of the ISO
	
	
	

	5
	Demonstrated experience in WASH-related or humanitarian information systems (water, sanitation, hygiene promotion, emergency response, or community-based interventions) 
	Company profile + reference + confirmation letter
	
	
	

	TEAM COMPOSITION (PASS/FAIL)

	6
	Team Structure: Team Leader + ICT Expert + Business Process Analyst+ Wash/Humanitarian Specialist
	CVs for all Key Experts submitted certification if applicable
	
	
	

	7
	Team leader Master’s degree in ICT / Computer Science / related field + certification if applicable
	CV 
(LRC Reserve the right to  request a copy of the degree at anytime
	
	
	

	TECHNICAL CAPACITY (PASS/FAIL)

	8
	Database Expertise: Experience with SQL / PostgreSQL / MySQL / MongoDB or equivalent
	CV + Confirmation Letter
	
	
	

	9
	Dashboard Tools: Experience with Power BI / Tableau or equivalent
	CV + Confirmation Letter
	
	
	

	10
	System Integration: Experience with ERP / CRM / GIS integration
	CV + Confirmation Letter
	
	
	

	11
	Cloud Infrastructure: Experience with AWS / Azure / GCP or equivalent
	CV + Confirmation Letter
	
	
	

	12
	Data Protection: Knowledge of GDPR / data protection principles
	CV + Confirmation Letter
	
	
	

	13
	Experience in designing scalable and sustainable ICT solutions in complex organizations 
	CV + Confirmation Letter
	
	
	

	DECLARATIONS (MANDATORY)

	14
	Timeline Commitment: Ability to complete within 12 weeks
	Technical proposal timeline
	
	
	

	15
	NDA Commitment: 
	Willingness to sign NDA
	
	
	

	Compliance Statement (To be signed by Bidder)

I, the undersigned, certify that:
· All information provided in this Annex is accurate and complete. 
· Supporting documents are attached and available upon request. 
· I understand that failure to meet mandatory requirements may result in disqualification. 

Name: __________________________
Position: _______________________
Company: _______________________
Signature & Stamp: ______________
Date: __________________________



	[bookmark: _Toc228782486]Annex B - Technical Requirements Compliance Table  (Supplier to Complete)

	#
	Requirement
	Description (as per ToR)
	Compliant (Yes/No)
	If NO, explain gap and proposed solution

	A. Process Review & Analysis

	1
	Process mapping capability
	Ability to document current WASH data workflows (field → branch → HQ → donors)
	
	

	2
	Gap analysis & standards comparison
	Ability to compare workflows against Sphere, IFRC, ISO 9001, GDPR
	
	

	3
	Stakeholder consultation
	Ability to conduct structured interviews and workshops (field + HQ)
	
	

	B. System Requirements & Design

	4
	Requirements engineering
	Ability to produce a full System Requirements Specification (SRS)
	
	

	5
	Database design
	Ability to design database schema (tables, fields, relationships)
	
	

	6
	Data dictionary
	Ability to define standardized indicators and field definitions
	
	

	7
	Role-based access control
	Ability to design user roles and permission levels
	
	

	8
	Hosting architecture
	Ability to propose cloud, on-premise, or hybrid architecture
	
	

	C. Data Management & Validation

	9
	Data validation rules
	Ability to implement automated validation (missing fields, outliers, inconsistencies)
	
	

	10
	Error detection
	Ability to flag and correct data entry errors
	
	

	11
	Version control & audit trail
	Ability to track data changes and user actions
	
	

	D. Dashboards, Reporting & Analytics

	12
	Dashboard design
	Ability to design management dashboards (KPIs, filters)
	
	

	13
	Automated reporting
	Ability to design automated donor and internal reports
	
	

	14
	Export functions
	Ability to export data to Excel, PDF, and CSV
	
	

	15
	Advanced analytics
	Ability to support predictive analytics / trend analysis
	
	

	16
	NLP for qualitative data
	Ability to analyze qualitative feedback (sentiment, themes)
	
	

	E. GIS & Geospatial Integration

	17
	GIS integration
	Ability to integrate with ArcGIS or equivalent
	
	

	18
	Geo-tagging
	Ability to link records to geographic locations
	
	

	19
	Shapefile support
	Ability to import and use shapefiles / geo-datasets
	
	

	F. Integration with LRC Systems

	20
	ERP integration
	Compatibility with Dynamics 365 (or equivalent ERP)
	
	

	21
	CRM integration
	Compatibility with Salesforce (1760 hotline)
	
	

	22
	Interoperability
	Ability to integrate with other LRC ICT systems
	
	

	G. Infrastructure & Technical Environment

	23
	Cloud readiness
	Experience with Azure, AWS, or equivalent
	
	

	24
	On-premise option
	Ability to support on-premise hosting
	
	

	25
	Offline capability
	Ability to support offline data collection and sync
	
	

	H. Security & Data Protection

	26
	GDPR compliance
	Ability to design system with privacy-by-design
	
	

	27
	IFRC data protection alignment
	Compliance with IFRC Data Protection Policy
	
	

	28
	Access security
	Authentication, password policy, and user control
	
	

	29
	Secure storage
	Encrypted storage and secure data handling
	
	

	I. Documentation & Knowledge Transfer

	30
	Technical documentation
	Ability to deliver schemas, workflows, and architecture documents
	
	

	31
	User manuals
	Ability to produce user guides for non-technical staff
	
	

	32
	SOPs
	Ability to produce data management SOPs
	
	

	33
	Training
	Ability to conduct training for HQ and field staff
	
	

	34
	Handover package
	Ability to provide full system handover documentation
	
	

	J. Sustainability & Scalability

	35
	Sustainability plan
	Ability to propose long-term maintenance and governance model
	
	

	36
	Scaling roadmap
	Ability to design roadmap for expansion to other DMS programs
	
	

	Mandatory Instructions to Bidders Failure to complete this table may result in technical disqualification.
Suppliers must:
· Mark YES only if the requirement is fully met.
· Mark NO if the requirement is not met.
· For every NO, provide: Explanation of limitation, Proposed workaround or alternative, and Impact on cost and timeline

	Compliance Statement (To be signed by Bidder)

I, the undersigned, certify that:
· All information provided in this Annex is accurate and complete. 
· Supporting documents are attached and available upon request. 
· I understand that Failure to complete this table may result in technical disqualification.

Name: __________________________
Position: _______________________
Company: _______________________
Signature & Stamp: ______________
Date: __________________________
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